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As spacecraft miniaturize, the implementation of an appropriate fault
management system is increasingly important. Through experiences testing

NASA’s Jet Propulsion Laboratory’s (JPL) Lunar Flashlight fault
protection system and working closely with ARMADILLO’s flight software
implementation and other LEO cube-satellites, a set of recommendations

has been formed. The recommendations provided specifically cover
Under-Voltage Lock Out (UVLO) implementation, spacecraft error handling

to help restore functionality, a simplified spacecraft mode state diagram,
fault interaction rules, and a general architecture for fault protection

implementation. Additionally, a fault hazard analysis was conducted to
evaluate points of failure for the Georgia Tech Mission Operations Center

(MOC), and finally a discussion on ground station development and the role
the GT Ground Station Network (GSN) plays in mission operations.
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1 Introduction
As small spacecraft get smaller, small satellite reliability issues become of greater importance. Small
satellite programs historically cut corners that a typical larger scale space missions would implement.
Redundancies and conservative design choices are removed in the interest of miniaturizing systems and
reducing system cost. This extremely on-edge design approach promises significant returns on investment
at a gamble. The result is the historically high failure rate of these systems, dominated by infant
mortality.

Figure 1: CubeSat Reliability with 95% Confidence Interval – First Year in Orbit [3]

This critical small satellite infant mortality rate can be attributed to a number of causes. Small
satellites are typically secondary payloads ride-sharing on launch vehicles, and therefore suffer tight
schedules and deadlines. These tight deadlines can be challenging when paired with inconsistencies in
documentation standards, procedures, experience throughout the team, and rapid personnel turnover.
With so much focus on delivering a satellite that may or may not work, there is typically little time to
consider risk analysis/fault management and/or the ground station infrastructure that is necessary for
these missions to be successful. Unfortunately, not assigning the appropriate resources to these typically
overlooked components of the mission design can compound the issues faced at deployment.

Figure 2: (A) Survey Results on Knowledge Level of Risk Analysis and Failure Analysis on Satellites [3],
(B) Survey Results on the Implementation of Risk Analysis Within Their Cubesat Program [3]

To ensure that a given small satellite maintains health within the adverse environment that it
operates, the implementation of fault management is imperative. With appropriate implementation,
a spacecraft can manage a given condition via functional and hardware redundancies or fault protection
techniques. The latter is the most logical approach for implementation in such a constrained form factor.
A robust fault management infrastructure for small satellites, specifically fault protection technique
implementation, is essential to improve the rate of mission success.

The goal of this paper is to provide an overview of the fault protection implementation used on
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the Lunar Flashlight and ARMADILLO spacecraft, notably two different missions with vastly different
requirements, review the Lunar Flashlight fault protection testing campaign, and provide recommendations
for future missions. The GT Ground Station Network and the Mission Operations Center play a key
role in each mission’s success, and therefore are also included in this discussion. This documents should
serve as a reference for fault protection implementation in future GT missions.

2 Lunar Flashlight Overview
Lunar Flashlight (LF) is an interplanetary mission for the Small Spacecraft Technology program under
NASA’s Space Technology Mission Directorate (STMD). Lunar Flashlight is a 6U (12 x 24 x 36 cm)
CubeSat developed and managed by the Jet Propulsion Laboratory (JPL) that intends to fly to the
moon and insert itself into a Near-Rectilinear Halo Orbit (NRHO). While in orbit around the moon,
Lunar Flashlight will use active laser spectroscopy to search for water ice and prove the capability of
performing planetary science investigation in the CubeSat form factor.

Lunar Flashlight’s Mission objectives include the demonstration of a novel green propellant small
satellite propulsion system developed at Georgia Tech, as well as the investigation of permanently
shadowed regions (PSRs) at the lunar south pole. These PSRs act as cold traps and can house volatiles
for potentially billions of years. The Clementine, Lunar Prospector, and Lunar Reconnaissance Orbiter
(LRO) missions made observations consistent with ice deposits centimeters-to-meters deep in PSRs that
motivate the search for water ice [1].

Georgia Tech’s role in Lunar Flashlight is the development of the propulsion system, integration and
testing of the spacecraft, and operation of the spacecraft through its lifetime. To date, Lunar Flashlight
has completed integration and testing, and Georgia Tech is to preparing for operations. Lunar Flashlight
is scheduled to launch in November 2022 aboard a Falcon-9 with the ISpace Hakuro-R Lander.

2.1 CONOPS
Lunar Flashlight’s mission consists of five different phases: Launch and Early Operations (LEOP),
Cruise, Approach, Science, and End of Life (Deorbit). Figure 3 provides a high level overview of the
mission concept of operations. Launch and Early Operations consists of deployment, initial checkout,
fuel priming and conditioning, momentum wheel desaturation, and the first set of Trajectory Control
Maneuvers (TCMs). Lunar Flashlight then spends two months in cruise, where it will use a low-thrust
trajectory about the L2 Lagrange point to put the satellite on course for Lunar Orbit Insertion (LOI).
During the approach phase, contacts become more frequent and more ranging is done to ensure that LF
is prepared to perform LOI.

Once the satellite has performed LOI and performs its first orbit of the moon, the science phase
begins. The Science phase consists of 10 orbits with a period of approximately 6 days. Within each
orbit, there are three orbital trim maneuvers (OTMs) that ensure the spacecraft can remain in the
NRHO. For each perilune pass, laser instrument is fired in a defined sequence from the science team,
and throughout the rest of the orbit the laser battery is charged. Finally, after 60 days, the satellite will
preform a deorbit maneuver and impact into the moon’s surface.
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